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About This Guide

Introduction

About This Guide

The IP Office ContactStore System Administration Guide provides details of IP Office ContactStore
operation, as well as other information needed for server maintenance and updating. This guide also
includes instructions for searching and replaying recordings, archiving recordings, and system
troubleshooting.

Intended audience
This document is intended to be used by the Administrator of the ContactStore.

Summary of information included in this guide

Conventions used in this guide
The following table shows how user input, output and instructions are highlighted in this guide, as well as
special notations that you will see as you use this guide.

To show... This style is used For example...

Information shown on screen | Fixed width You should see the prompt below:
login:

Characters that you should | Fixed width, bold Enter the following command:

type exactly as shown mount /mnt/cdrom

Characters that you should | Fixed width, bold italic |Browse to the new server by entering

replace with appropriate http://servername: 8080

information

Menu selections, buttons Bold Click on the Install button.

and tabs

Helpful hints that can Tip: Tip:

improve the efficiency or Use a photocopy of the Header List
effectiveness of your work Worksheet to plan each header list.
Important details that we Note: Note:

want to make sure that you Media Encryption may or may not show up
do not overlook on this form.

Advice that can help you A Important: A Important;

avoid undesirable results If the network does not meet the three

conditions listed, there will be no media
resources.

ContactStore System Administration Guide Page 5
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harm to hardware or
equipment

To show... This style is used For example...
Situations that can result in: | 4k cAUTION: A\ CAUTION:

e Harm to software Perform this procedure only after normal

« Loss of data business hours. This procedure restarts all

links on the interface, and can cause a
e Aninterruption in temporary loss of service.
service

Situations that can result in AMRﬂlﬂﬁl AMRﬂlﬂﬁl

A fractured or broken ferrite is not effective
for EMC control.

Additional resources

The following guides contain additional information that you may find helpful.

e |P Office ContactStore Prerequisites Guide

e [P Office ContactStore Installation Guide
e |P Office ContactStore Search and Reply Instructions

e Avaya IP Office 3.2 Manager Application

e Avaya IP Office 3.2 Voicemail Pro Installation

o Avaya IP Office 3.2 License and Feature Key Guide

e Avaya IP Office Installation Manual
Note: Avaya IP Office documentation is available through the Avaya online support Web site,

http://support.avaya.com.
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Chapter 1: System Operation

Chapter 1: System Operation

It is important to understand how the ContactStore operates so that you can best maintain and update it.
This chapter takes you from an overview diagram through to a detailed discussion of the operation of the
system.

System overview

IP Office ContactStore complements the voice recording capabilities of Voicemail Pro (“Voicemail Pro”).
It stores and catalogs the recordings so that they are easily accessible for later retrieval. Any recordings
that you instruct Voicemail Pro to “send to the Voice Recording Library” are placed in a folder that is
visible to ContactStore. ContactStore checks this folder every few seconds and if it finds a new recording
file there, it:

¢ Reads the information about the recording from the file

e Compresses the audio to 16kbps G.726 format

o Stores the resultant file to hard disk

o Updates its integral database with details of the recording
e Deletes the original .wav file from the handover directory.

IP Office ContactStore components
ContactStore is designed to run on the same server as Voicemail Pro. The ContactStore application
contains several distinct components as shown in the following figure:

Administration Replay via
via Browser Browser

Administration
Web Application

Avaya
YMPro Folder

il
w

Process Replay
Incoming .
Recordings web Application
MSDE
Archive to .
Database
D¥D + RW Windows
Server
- ——l
Disk Manager
Disk Partition
Holding Recordings
ContactStore System Administration Guide Page 7
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The major functional components of the ContactStore server are:
e A folder into which Voicemail Pro deposits .wav files as recordings complete.

e Afile path into which call contents and derived files are written as industry standard .wav and
xml files.

e An MSDE database into which details of all recorded calls are inserted.

e A browser-based call search and replay application.

o A browser-based system configuration and status monitoring application.

e Disk space management - Oldest recordings are automatically deleted as needed.

e Optional archive management - Recordings are automatically written to a DVD+RW drive.

The rest of this chapter provides details about these components.

ContactStore recordings

ContactStore stores recorded calls in specific formats with certain security in place. As you use the
ContactStore, you need to be aware that access to recordings is strictly controlled according to the
security constraints you configure within the System Administration pages. Each recording has an
owner; the call owner is the number of the station that recorded the call.

You can specify to which stations each user has replay rights; the user can search for and replay all calls
“‘owned” by those stations. Typically an individual may be given rights to replay calls owned by their
station number while managers may have rights to the station numbers of all of their staff.

Recording files
Calls are stored in an industry standard .wav file.

When each call is completed and as each recording becomes available, ContactStore compresses the
audio if necessary, and updates the database with a record of the call. These files are stored in a
hierarchy of folders beneath a root path, which defaults to \calls beneath the path in which you installed
the software.

Every recording results in:
e One .wav file
e One .xml file
Other file types may also be present as described below.

You should always back up both .xml and .wav files to ensure a complete record of the content and
context of your recordings. When in use, the integral DVD archiver automatically backs up these files.

WAV files

The .wav files contain the actual audio of the recording. You can double-click some .wav files to play
them directly. Others are in audio formats that are not directly supported by Microsoft's Media Player;
these must be converted into a supported format before they can be played. Since ContactStore's
Search and Replay application does this conversion automatically, you do not need to access these files
directly.

Page 8 ContactStore System Administration Guide
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XML files
The .xml files contain details about the recorded calls. Although most users typically search against the
ContactStore’s database of calls, you can view these files directly in a browser if required.

Within each .xml file there are:

e All the details known about this recording. Most of the information, but not all, will be inserted into
the calls database. Some of the information is only of interest for diagnostic and maintenance
purposes.

e Alink to the final audio file

e Start and end time

Audio compression
ContactStore uses the G.726 16kbps ADPCM compression standard, which provides the best
compromise between storage capacity and CPU loading.

ContactStore is designed to perform compression as a background task, which does not impact your
ability to record, search or play other calls. It takes approximately 1 minute to compress a two hour
recording; there is a delay (from a few seconds to a few minutes) between completion of a recording and
its availability in the Search and Replay application.

ContactStore internal database

If you have retained all of the .xml and .wav files as described above, then you have kept all of the
details about the recordings you have made. However, the system uses Microsoft's MSDE database to
hold this information in more readily accessible forms. This database is located on the ContactStore
server.

To avoid having to repopulate these databases in the event of corruption or disk failure, ContactStore
automatically backs up the database content to a path you specify. A full backup is performed weekly
with daily incremental backups.

Stored details

The database stores details of the recordings as well as details of the ContactStore configuration.

Recording details
The call details database is stored beneath the location into which you installed ContactStore, under the
/MSSQL sub-directory and occupies approximately 1KB per call.

To allow you to search for calls easily, the details of the recordings are normally inserted into this
database. It contains one record for each call recorded and additional records for each party on the call
and the owner of the call. The information stored for each call is:

e A unique reference for the recording
e The start date and time
e The duration of the recording

e The name and number of the parties on the call—where this was available to IP Office (through
ANI, CLI or DNIS) at the time of the call.

e The direction of the call (incoming, outgoing, or internal)
e The owner of the recording.

e The target or dialed number, which may be different from the number that actually took the call.

Configuration details
Several tables hold details of system configuration, such as file paths, timeouts and user authorization
rights.

ContactStore System Administration Guide Page 9
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Chapter 2: Essential Administrative Tasks

This chapter provides an overview of procedures that you should complete to ensure that the recording
solution is operating optimally and that recordings can be easily found and replayed when required.

This section includes routine operations such as:
e Distributing instructions to your users
¢ Including the ContactStore server in routine system monitoring with third-party software

o Performing daily, weekly and monthly preventative maintenance procedures and archive
management procedures

It also addresses what do if your switch or recording system changes.

¢ Note: For comprehensive instructions on system administration, you should attend the IP Office
Advanced Applications Workshop, course code AVA00484H00. Course details and registration
are available through the following website. www.avaya-learning.com.

. A Important:
The System Administrator is responsible for completing the maintenance procedures outlined in
this chapter. Avaya is not responsible for lost data.

Distributing user instructions

A template document “ContactStore IP Office User Guide.doc” is included on the Installation CD. This
document provides basic instructions for end users of the system, specifically, those who will make and
replay recordings using it.

Customize this document as follows:
¢ Replace the URL in the document with the URL of your ContactStore.

e Check the document itself for additional customization instructions.

Backing up your Server

You are strongly advised to install and configure an automated backup tool to provide a recoverable
image of your server. You should back up the partitions onto which you have installed ContactStore, as
well as the operating system partition(s).

Backing up the call details database

If you configure a Database backup path using the Administration pages, ContactStore will automatically
write a backup of the database each night. The backup occurs just after Tam every morning. On Sunday
mornings a full backup is made; on other days an incremental backup is added to this file. Each week,
the previous week’s backup file is renamed from ContactStore.dump to ContactStore.old and the
previous week’s file is deleted.

Therefore, you need to archive ContactStore.dump file every night, either before 1am or after 2am, to
avoid colliding with the database backup. If you specify a fileshare on a remote computer, you will need
to configure a fileshare to allow access to a user account and then set the ContactStore service to 'Run
as...' that user. To allow ContactStore to function, you must ensure this user account has at least the
same access rights as the local system account which the service uses by default.

ContactStore System Administration Guide Page 11
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Restoring the call details database
If it becomes necessary to restore the contact details database complete the following steps:

1. Stop the ContactStore service.

2. Stop the MSSQL$SCONTACTSTORE Service.
3. Open a command window.
4

In the command window type osgql -E Sglserveragent to startthe SQLSERVERAGENT.
The command prompt "1>" is displayed.

5. Type RESTORE DATABASE eware FROM DISK = '<path to database backup file>'
WITH REPLACE. Note that this command is case sensitive.

6. Press Enter.

7. Atthe prompt "2>" type go.

8. Press Enter.

9. Type exit.

10. Press Enter.
11. Start the MSSQL$CONTACTSTORE service.

12. Start the ContactStore service.

Using third-party system management tools
You should consider including the monitoring of ContactStore components within your other system
management regimes such as:

e Microsoft System Management Server (SMS)
e CA Unicenter
e HP OpenView

As a minimum, these tools should monitor the health and accessibility of the servers on the network.
Ideally, you should also monitor the services' web log files.

° A Important:
The information contained in this guide was correct at the time of publication. These are industry
standard tools and licenses. Avaya is not responsible for any problems that may be encountered
when using these products.

Daily preventative maintenance procedures
Unless you have fully automated alerting of these conditions, the following procedures should be carried
out at the start of each day:

e Alarms. Check the Alarms and Events page for new problems.

o Disk capacity. Check the available disk space daily for the partition on which your recordings
are stored until the disk has filled and starts to wrap. Past that point, the amount of free space
should stay close to 1GB.

o ContactStore is designed to run with the partition holding the recordings almost full. This
maximizes the number of recordings that are available online to you.

e Unless you have explicitly disabled disk management, the ContactStore's disk manager thread
will delete files on a FIFO (First In First Out) basis to preserve the specified amount of free space.

e Web Logs. Check the contents of the web log files and examine any errors logged since the
previous check. The default installation location for the web logs is in the sub-folder \logs.

Page 12 ContactStore System Administration Guide
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While the above directory holds the ContactStore's log files (csipo.log), you may also want to check for
server errors in \tomcat5024\logs.

Look at all error and warning messages, not just those generated by the ContactStore services.

o System Status. Some problems are not easily trapped automatically; check the system status
regularly via the System Overview page. Verify that all figures are in line with expectations and
investigate any anomalies, such as no recordings today.

The table below summarizes the values to check and what constitutes an abnormal reading.

Variable Check this value... | If not, it probably indicates that...

ContactStore Server

Either no one is using recording or

Calls recorded today | >0 there is a major problem.

Is the date you
installed the
system or within
acceptable bounds
once your disk has
filled.

The disk is filling too rapidly forcing
calls to be overwritten that are younger
than your planned retention period.

Age of oldest call

Archival (only shows if drive is configured)

Current Media Label Is a valid label !Z)rlve is empty, disk is corrupt, or drive
is broken.
Remaining Space Is 0.1GB or higher J The disk should be changed.

e Confirm recording and replay. To confirm recording and replay:

o Check the daily recording count as listed in the table to verify that calls are being
uploaded into the database.

e Use the Search and Replay page to select the most recent calls to verify that calls are
accessible.

e Confirm that the start time of these calls is as you would expect. Verify that the start time
corresponds to the most recent calls made on the extensions being recorded.

o Confirm that these calls are playable and that audio quality is good.

e Archive. If using DVD+RW archive, check the current disk's available capacity. Change the disk
if capacity is less than 0.8GB of the total disk. Total disk capacity allowed is 7.0GB. However,
due to limitations in the DVD+RW writing, the last 0.6GB is not available for individual files to be
written to and hence cannot be used by ContactStore.

Be sure that the disks are not filled completely; there is then an indeterminate time before they are
changed during which calls cannot be written to removable media.

If you change them before they fill, then calls are written to removable media as soon as a reasonable
volume of recordings is available (100MB) or 24 hours have elapsed since the oldest unarchived call
started.

ContactStore System Administration Guide Page 13
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Weekly tasks

As you become confident of the normal operation of your recorder, you can reduce the frequency of the
daily tasks. For example, if you know that the rate at which your disk is filling is much less than the
available space, you can check it weekly.

Perform the following tasks each week:

o Disk capacity-main recording store. When ContactStore is first installed, the disk is almost
empty. As it gradually fills, you should note the rate at which it is being used (at least weekly) and
extrapolate to estimate when the disk will be full. At this point, the ContactStore will begin
deleting the oldest calls to make room for new ones.

o If this happens to calls that are younger than planned, check the configuration of the
ContactStore to ensure the correct calls only are being recorded. Add additional disk
capacity to the partition before it fills.

o Disk capacity check-all partitions. Check the available space on any other disk partitions.
Verify that these other drives have sufficient space. Ideally, set up an alert to warn you if they
drop below 100MB. Accumulated temporary files or log files that may need to be manually
purged can cause this drop in available space.

e When purging files, remember that files you delete go to the Recycle Bin directory and
that the space they occupy is not freed until you click Empty Recycle Bin.

o Call detail database purging. If you have enabled automatic purging of aged call detail
records, you should still monitor the size of the calls database during the first few months of use
so that you can predict how large it will get by the time old records begin to be purged.

¢ Many customers plan never to purge call detail records; they add disk capacity every year
or two as the database grows. If you do this, you should upgrade your server every few
years to compensate for the increasing size of the database and the reduction in search
and update speed.

o Complete Server Backup. Changes to system configuration that affect user access rights are
stored in the MSDE database, so they are backed up along with the call detail records.

If you are not using RAID arrays, Avaya strongly recommends that you take a ghost image of the
ContactStore server (or at least of the partitions on which your operating system and program files are
installed) to allow for easy restoration in the event of catastrophic system failure.

Monthly tasks

Check the following aspects of the system on a monthly basis:

o Loading trends. Note the total call volumes recorded every month to be aware of gradually
increasing traffic trends. To do this:

¢ Note the number of calls recorded at the end of each month and compare with previous
month's accumulated total.

e Note the age of the oldest call on the disk (only applicable once the disk has filled for the
first time)

e Note the CPU load during busy hour
If it appears that the load is increasing, consider increasing server specification or disk space.

e Server Backup. Back up your server on a regular basis, particularly if you make any changes to
the setup of your server. Make a ghost image of the server so that you can quickly rebuild it in the
event of major hardware failure.
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e Recording Check. Any changes to the system may affect the system’s capabilities. To be sure
that the system is functioning correctly, periodically verify that the physical setup is properly
specified in the Administration application.

e In addition, if you change the IP addresses or node names of any system components,
you should perform a full commissioning test to confirm correct storage of all required
calls.
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Chapter 3: Using the System Administration Pages

This chapter describes how to use the System Administration web pages to maintain, update, and
monitor your system.

System Administration overview

The ContactStore recording system includes an administration application that is accessible only to
specified administrators. Use the pages in this web application to maintain, update, and monitor the
system. The following screen shows a typical page of the application.

ﬁ System Administration - Microsoft Internet Explorer : =10l x|
J File Edit  ‘iew Faworites Tools  Help ‘ ,'_'*

J aBack > B |£| IELI | P ! Search Favorites "I)Media {5-1 = 3 -h

| Address I@ﬂ http: fflocalhost: 85558/ servlet{csipa _T_l @ G0 || Links ** | ‘3'% %

..--"‘-\-._

“~_AVAYA ContactStore S
"-...___h._‘

powered by WITMESS SYSTEMS

Administration ContactStore System Administration
System Settings

Server Use the links at the left to access the various areas of the systemn administration sulte,
Security

Lsers Next =
Status

Alarms and Events

System Owverview

w

|&] Dane [ ----- [ ----- [ ----- @ Trusted sites

The left-hand navigation pane on each page provides access to the following key areas:

e System Settings. Use this page to view and change the configuration of the ContactStore
application and how it interacts with your IP Office Switch.

e Security. Use this page to control which calls can be replayed by whom, and who can administer
the system.

o Status. Use these pages to monitor the current state of the server.

Key points
Before using the System Administration pages, you should familiarize yourself with the following key
points.

Invalid settings

Any of the system's settings that are known to be invalid are shown in red. Use the information in this
guide to change the settings to valid values. If you change a setting, but submit an invalid entry, a
message indicates the reason that the entry is rejected and you are prompted to re-enter it. To quit
without changing a parameter, click on the Close Window link.

Alarms and events
If the link to the Alarms and Events page is shown in red, it means that at least one alarm has been
raised and has not yet been cleared. Click on the link to see the new alarms.
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< Previous and Next > links
At the bottom right of some pages you will find links which guide you through the main configuration
pages in the same order that they are shown in the left-hand navigation bar.

Impact of changes

When you change a setting, the window into which you enter the new setting explains the meaning of
that setting and the consequences of changing it. The following screen shows the message displayed
when you change the path for storage of recordings.

) System Administration - Microsoft I l: i =]
Directary

path for |D:‘u::a||s

recordings

This setting specifies the path used for storage of recordings. To use
remote storage, mount the share 35 3 local drive ledter first, If pou
change this cnce some Fecordings have been made, pou Wit nesd fo
copp these manually o the new location i pou want them o remain
Focessible,

Close Window, Enter

Administrators with replay rights
If you are logged in under an account that is both an administrator and has replay rights, the left-hand
pane provides a link to the Search and Replay page, as shown in the following screen.

3 System Administration - Microsoft Internet Explorer : =10l |
J File  Edit Wiew Favorites Tools  Help | !';’
- S | A ' S i i ) - 1=
J Back > Iﬂ Ig ol | / Search k‘g/\g"‘ Favorites ﬂ" Media {f = = al ' Eb_‘—b
J-ﬂgdress I.g:} http: fflocalhost: 6888/ serviet/csipo j 5o H Links * J @ 5

i,

-~ AVAYA ContactStore
e S—

powered by WITNESS SYSTEMS

ContactStore System Administration
Replay

Search and Replay

Lse the links gt the feft to gocess the various areas of the spstem administration suite,

Administration
System Settings

Mext =

Server
Security

Users
Status

Alarms and Events

System Overview

[~
|&] Done l_ l_ l_ | @ Trusted sites 4

The Search and Replay page contains a similar link at the top left so that you can move back to the
System Administration pages with a single click.
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Accessing the System Administration pages

To access the System Administration pages:

1. In an Internet Explorer browser window, enter the IP address or name of port 8888 on your
ContactStore server, for example: http://myContactStore:8888

e Tip: Add this URL to your Favorites list for easy access.

Unless your current Windows authentication is recognized as an authorized user, the login page will be
displayed.

-2} ContactStore - Login - Microsoft Internet Explorer : o [m] 4

J File Edit ‘iew Faworites  Tools  Help :;l?;

J @Back - \_) - \ih] ﬂ j.'-\i Search ‘xsjt{ Favorites wrﬂedia {‘E

J.ﬁ.gldress I@] htkp: fflocalhost: 8888/ serviet/csipo j = &0 JLinks EE J @ -

AVAYA ContactStore

Copyright 2004 Witness Systems, Inc. and its Licenisars *I Rightz Reserved Worldwide.

This computer program is protected hy LS. G _' i Ll intemational treaties.

Unauthorized use, duplication, publication, and distrib Bl iy aortion of this
computar program are expressly prohibited, ;ﬂ'ﬂ prosecuted to the maximum
wetent provided by law, and may result in m-m Iﬂﬂlrul phnalties

powered by (‘ ) ’ ’

UEErnameladmin

F‘aSSWDrdli

NN

(&) Done I_ I_ I_ @ Trusted sites

2. Enter your Username and Password. The password is case-sensitive.
3. Click OK.

. A Important:
If you have just installed the server and no administrator accounts have been created yet,
you will be granted access with any user name and any password. You will then be
directed to the Change Password page and forced to set a non-blank password. Itis
very important that you configure your administrator accounts as soon as you have
installed your software.
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Setting and changing your password

When your account is created, it will have a blank password. You are automatically redirected to the
page shown below and asked to change the password. You should change your password regularly.

To change the password, follow these steps:

1. Select the link shown at the top right of any administration page. The Change Password prompt

is displayed.
a Change Password - Microsoft Internet Explorer = ||:||5|
J Fil= Edit Misw Favorikes  Tools  Help | j:lﬁ
= w - ' - 5
J @ Back - \w;a - |£| \ELI .\J P | Search Favorites @Media €E| <= klﬁ- ::I
J.ﬁ.c_ldress I@j http: fflocalhost: 888/ servletfosipo?cmd=chgpasspage LI Lela] Links ** J @ -
-

AVAYA ContactStore

Copyright 2004 Witness Systems. Inc. and its

1
This compiter program s protected hy LS.
Unauthorized use, duplication; polilication, and
computar program are expressly prohibited. Vi
extent provided by law, and may result in severt eiidl

L
powered by (‘
WITHESS STEME

minal passties

\ | Rights Reserved Worldwide,

il international treaties.
lll' arany portion of this
 prosecuted to e maximum

Change Password

Old F‘aSSWDrdI--------|

=3 F‘aSSWDrdI-----

Yerify Mew F‘a55wu:|rd|-uu

RESET

Ok

[ -
|&] Done I_ I_ I_lﬂ Trusted sites i
2. Enter your Old Password.
3. Enter your New Password.
4. Enter the new password again to Confirm New Password.
5. Click OK.
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6. Once you are authenticated, you are redirected to the Introduction page, shown in the following

screen.

'; System Administration - Microsoft Internet Explorer ' : ;lglil

J File Edit “iew Favorites Tools Help | #
= \ A - 3 . ; : " 3 =

J Back -&d - \ﬂ ﬂ o ‘ / Search “5‘\3-’ Faworites w‘Medla @f T = : E;h

J.ﬁ.c_ldress I-g‘} http:fflocalhost: 8868, servlet fesipo j GD |JLinks % J '@ -

- AVAYA ContactStore Change Pas
[ —

powerad by WITMESS 5YSTEMS Lo |_|:||_lt

ContactStore System Administration

Replay
Search and Replay

Lse the links 3t the left to aocess the varfous areas of the systemn administration suite,

Administration
System Settings

Next =

Server
Security

Users
Status

Alarms and Events

System Overview

NN

|&] pone l_ I_ l_ | Trusted sites
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System Settings

Use the System Settings page to view and change a number of system-wide settings as detailed in the
following section.

Server Settings
The Server page determines how the ContactStore server operates. Settings are split into two groups:

e Those affecting the storage of recordings and details about them

e Those used to allow sending of alarms and events via email.

System Administration - Microsoft Internet Explorer =101 x|

Edit  Wiew Fawvorikes Tools  Help i?'
- A |y | i :
: @ Back - > Iﬂ IELI ..‘| > ! Search _, Favorites aJ‘Media @ =B i - h E
g_ﬁ.ﬁ.gdress ;gl hittp:fflocalhost: 5388 serviet icsipo?cmd=csipo ;i =4 G0 L'”ks = ) -

~. AVAYA ContactStore
et

powered by WITNESS 5YSTEMS L|:||_ out

Server Settings

Replay

Search and Replay

These setfings determine how and where Contactsiors stores pour recordings and the details about
them, Aoy shown in red are invalid and must be changed.

Administration Recorder Settings Setting
System Settings Recaorder Mumber 1 Edit
Servar Directory path for recordings dywitnesshycalls Edit
Security Database Backup Path Yhwocentralhcstore Edit
Users Optional Internal DYD+RW Drive
Letter Fok
Status
Start DVD4HRW volume labels with Calls Edit
Alarms and Events
Retain call details for {manths) &0 Edit

System Overview

These settings determine how and where ContactsStors sends e-malls when svents are raised.

SMTP Mail "From" address Mot defined Edit
SMTP Mail Server Mot defined Edit
SMTP Username Mot defined Edit
SKMTP Passwaord Mot defined Edit
Send alarm/event e-mails to Mot defined Edit
= Previous Mext = #
[i&] Done | @ Tristed sites 4

Each setting is described below in the order in which they are listed on screen.

e Recorder Number - This defaults to 1. If you have more than one ContactStore within your
business, you should set each one to a different number to ensure that recordings made on each
of your systems are readily distinguishable from each other. The ContactStore application gives
each recording a unique recording reference number. If you do not set each of your systems to a
different number, it may be impossible to identify which system a given recording came from.
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o Directory Path for Recordings - This defaults to \calls beneath the path into which you installed
ContactStore. All recordings are stored beneath this root folder. Before you start recording, you
can change this path in order to use a different partition. You can also use a share on another
server but only if access rights are established such that this share is automatically visible to the
application without the need for additional authentication. Be sure that the share is always
accessible to the recorder. Avaya cannot take responsibility for failures due to network outages
between the recorder and the share. To change this setting once you have already started
recording, copy all folders and files beneath the old location to the new location before you make
any further recordings.

o Database Backup Path - Enter the name of a folder that ContactStore can use as a backup
destination. The contents of the call details database are backed up to this location with a full
backup at 1.am every Sunday; incremental backups are added to the file the other nights of the
week. You should arrange for these files (hamed ContactStore.dump) to be archived safely in
case you ever need to restore the call details database. For more details about this backup
process, see Call details database backup.

o Optional Internal DVD+RW Drive - This setting shows the drive letter of the DVD+RW drive
being used to archive calls (see Chapter 5 for more details of the archive process). This setting is
typically D if you have replaced the supplied CD drive with a DVD+RW drive. If you do not have
such a drive, or do not want to use it for recording archival, leave it blank. It will show as Not
defined.

o Start DVD+RW volume labels with - Each DVD+RW media to which calls are written is given a
unique label. These are sequentially numbered and start with the string specified here. The
setting defaults to Calls but can be set to any string of up to 5 characters. This field is short so
that a 4-digit sequence number can be appended to it.

If you only have a single ContactStore server, you can leave this at the default. If you have more
than one ContactStore server in your enterprise, verify that each has a different string set for this
label root so that media produced by each system can be clearly distinguished from each other.

If you change this setting while a DVD is being written, the system will stop writing to that disk.
Insert a new one, which will be labeled with the new name. The sequence numbers after the name
will continue to increase rather than be reset to 0000.

¢ Retain call details for (months) - At some point, the size of the call details database will
become either unmanageable or will fill the available disk space. Specify, in months, how long
call detail records are retained before they are purged from the system. This ensures that the
database stabilizes at a finite size.

Purging is carried out at, or shortly after, 1 a.m. each night and does not impact recording or
replay.

e SMTP Mail "From" Address - Set the name from which alarm email messages originate. For
example, "ContactStore Head Office."

e SMTP Mail Server - Enter the name of the SMTP mail server on which you have established an
email account that the ContactStore can use to send email messages regarding alarms and
events. If you leave this blank, the system will not send email messages when alarms occur; if
you leave this setting blank, you can leave the remaining settings on this page blank.

e SMTP Username - Leave this blank unless your SMTP server requires that any sender be
authenticated. If required, set the user name of the SMTP account here.

e SMTP Password - Leave this blank unless your SMTP server requires that any sender be
authenticated first. If required, set the password of the SMTP account here. The password is
masked when entered in this field.
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e Send alarm/event email to - Specify the email address (up to a maximum of 100 characters) to
which alarm and event messages should be sent. Separate multiple addresses with a semi-colon
(;)- The email recipient can be a local system administrator, a manned help-desk and/or suppliers'
support desks if you have a support agreement that includes this facility. The system sends an
email message each time an alarm occurs or is cleared. It also sends an email once per day as a
"heartbeat" to let you know it is still operating. Failure to receive the daily heartbeat message
should be investigated; it could indicate that the server has failed. Note that emails are only sent
every 10 minutes

Entering an incorrectly formatted email address (such as one that does not include "@") will stop
all emails from being sent; this will be reported in the Alarms table, however, you will not receive
email notification. Entering a non-existent but validly formatted email address, on the other hand,
does not stop email reaching others in distribution list. Confirm that you are receiving emails
correctly after you make any changes to these settings.

Security

The Security section includes only one link, Users.

User Security

Use the User Security page to add new users, delete existing users and modify users' details, such as
access rights, administrator rights, or the password.

. A Important:
The System Administration application will run for anyone if there is no user defined with
administrator rights. To avoid locking yourself out of the system by accident, first create a user
record for each administrator you need, then add search and replay only users.

icrosoft Internet Explorer d =100 x|
! File Edit \Mjew Faworites Tools  Help i ,f*
| ( ) ; Y (A A Y : : y | J
| Back - 1 - (%] | | Search 5 Favorites Media L9 | - 3 5
1 o I_] Iill | g i @ {c- | 7 = :
| = | e I @
_!.f\gldress if.‘_-%j http:/flocalhost: 8888) serylet fesipo?cmd=users :J @ o !! Links :i 'é- 2

~._AVAYA ContactStore
""'-..,___-._.‘

powerad by WITMESS SYSTEMS

User Security
Replay
Search and Replay
The users Wsted below are suthorised to sdminister andlor replsy calfs,
S = May Replay
Administration Select Username¥i Admin.Y4 Comment¥Yi Recordings owned
System Settings by Station(s)Ya
Server : 10-99, 100-999, )
T, I admin ADMIN 1000-9999 Edit
Security
I jarnest 100-499, E23 Edit
Lsers
Status Add User Delete selected user(s) = Previous Mext =
Alarms and Events
System Owverview
[~
I@j ; ------- i ------- i ------- =ﬂ Trusted sites 4
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Creating a new user account
To create a new user account:

1. Click Add User at the bottom left to add one or more additional user accounts. The following
dialog is displayed:

/2 System Administration - Microsoft Internuéj:'; =101 x|
Usernarme |Jd|:e
Liser is an u
Administrator
Comment "
; |Sales admin
(optional)
Is allowed t0 |pono-o999, 1300, 1401-1410 =]
replay calls
owned by
these j
stations

Use commas to separate station humbers and dashes to
fndicate ranges g, 1000, 1030-1049, 200 1

Close Window, Enter and Staw Open, Enter and Close

2. Enter a Username. This can be a Windows domain qualified user name (for example,
corpdomain\johnd) or an application user name (for example johnd).

o If you use the domain qualified user name, Windows authentication will be performed. To
allow users from other domains to log in, you must establish reciprocal arrangements
between the domain controller for the domain that the ContactStore server is in and the
other domain.

¢ When an application user account is created, the account is initially given a blank
password. The new application user is automatically redirected to the Change Password
form the first time they log in.

Check the User is an Administrator box to assign that user administrator rights.

Use the Comment box to enter the full name, job title or other identifying information that will
help you to administer the user's account.

5. Optional. In the text area labeled Is allowed to replay calls owned by these stations, enter the
list of stations or agents that this user is to be allowed to search for and replay.

¢ Note:
The initial account created when the first user logs in is automatically given replay rights
to all 2, 3 and 4-digit station numbers. You can modify these rights as required.

Enter a comma-separated list of individual station or agent numbers and/or hyphen (-) separated
ranges. Some typical examples are:

e 4000 -user can only replay calls owned by agent 4000. This is a typical entry for a CSR
with this Agent identifier that indicates that they can only play their own calls.

e 4000-4019-user can replay calls owned by any agent in the range 4000-4019. This is a
typical entry for a supervisor in a call center in which agent ranges are assigned to teams.

e 4000,4003,4010-4019,4124-4128-mixture of ranges and individual numbers. This is a
typical "real-world" scenario for a supervisor in a call center where the originally assigned
numbering plan has been added to over the years.

o 1000-9999-blanket coverage of all 4-digit station/agent numbers. This is a typical entry for
a senior manager with search and replay rights over all recordings.
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e Tip:
If you have several users with the same replay rights, you can select the text in this area and
right-click to copy it to the clipboard. You can then paste it into the next account, saving a lot of
typing and potential for error.

¢ Note:
You do not have to allow a user any replay rights but the only practical uses for this would be:

e To provide an administration account for someone not supposed to replay any calls.
However, as with most systems, the administrator is at liberty to change his own settings;
you should not rely on this to restrict administrators from replaying calls.

e To temporarily disable an account. However, a better way to do this for an application
account is simply to reset the password and then log in as that user and change the
password to something not known to the user. This way, their replay rights are left intact
and can be more easily altered if you need to re-enable the account later.

6. To quit without changing the account definition, click Close Window.

e To save the account definition and keep the window open to create additional user
accounts, click Enter and Stay Open.

 To save the account definition and close the window, click Enter and Close.

Editing an existing user account
To edit an existing account:

1. Click the Edit link next to the user's entry in the list.
2 System Administration - Microsoft Intern'i 10| x|

Lsernarme Adrmin

Eeset
Fassword r

Lser is an v
Administrator

Camment I
roptianal}
I= allowed to ;'

replay calls
ouwened by

these j

stations Use commas to separate station nummbers angd dashes to
indicate ranges e.g. 1000, 1030-1043, 2001

Close Window, Enter and Close

Alter the user's administrator rights, comment and/or replay rights.

You can change any of the fields except the user's name. To change this, you must delete and
re-enter the user's details as this field is used as the unique key in the database.

e Toreset a user's password for any reason, check the box marked Reset Password and
instruct the user to log in promptly.

e If you use the Windows domain qualified user name, Windows authentication will be
performed, so the Reset Password checkbox is irrelevant.

4. Click Enter and Close to save the changes.

o Click Close Window to quit without changing the account definition.

Page 26 ContactStore System Administration Guide
15-601039 Issue 2 (24 May 2006) IP Office



Status

Deleting a user account
To delete one or more user's account(s):

1. Click the checkbox in the Select column for each user to delete
2. Click the Delete selected user(s) link.

You cannot delete the last administrator account once you have set one up. You must enter a new
administrator account before you can delete the (previously only) other.

Status

These pages show how the system is currently performing or has performed.

Alarms and Events

The Alarms and Events page shows system warnings, alarms and events. Alarms are logged to
ContactStore's database and held for a month before being purged at 1 a.m. each morning.

e Note:
As long as you have set up mail account information on the Server page, an email message
detailing alarms and events will be sent to the address(es) listed there.

'3 System Administration - Microsoft Internet Explorer ;Iglﬂ
J File Edit  MWiew Faworites Tools  Help | ;'_:"'

J @Back v gd - Iﬂ IELI A 7 ! Search Favitites @Media 6‘ e % L;—_h

J.C\gldress |£_$'| httpe flocalhost 8858 servlet fosipa j =4 Go |JL“"k5 2 J ) -

r——

“_AVAYA ContactStore

T powered by WITNESS SYSTEMS

Alarms and Events
Replay

Search and Replay

The svents shown below are in reverse chronological order, Choose the minimmom level of svent
severty pou wish fo see and offick on Befresh’ to repopulate the list,

Administration " Show previously cleared events
System Settings Minimum sewverity level to show:
Server

" Major Alarm  © Minar alarm © Warning  ® Infarmation

Security Clear selected event(s), Clear ALL events, Refresh
Users select TimestampYa SeverityVi Description¥i

Szl M 24/08/04 14:08:19  Warning Systerm restarting.
Alarms and Events _ ffice 192.168.42,1 still running on
System Cuerview I 29/06/04 16:08:02  Warning ilijmgd licence. Will expire in 37 dags.

Clear selected eventis), Clear ALl events, Refresh

&l | [ | mrusted sies ;I
The controls at the top of the page allow you to view:

¢ Only those events that you have not previously cleared

e Allalarm and event levels

e« Alarms and events above a selected severity level.
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Use the links above and below the table to refresh the page and to clear some or all alarms.

Refer to Appendix B: Alarms for a list of alarms and events that may be generated and what to do about
them.

Viewing alarms and events
The default on the page is to show all alarms and events that have not yet been cleared; you can see
any new or outstanding issues on first viewing the page.

To change the set of events shown:
1. Click the check box and/or radio button to specify your preferences.

2. Click the Refresh link above or below the table.

Clearing specific events
As each alarm or event is generated, it is initially active.

To clear an individual alarm or event:
1. Click the check box to the left of the event.

2. Click the Clear selected events link.

Clearing all events
Be careful using the Clear all events link. Acknowledging an alarm without consciously noting its details
may lead to system problems being "hidden" without your knowledge.

Refer to Appendix B: Alarms for a list of alarms and events that may be generated and what to do about
them.

System Overview

The System Overview page shows summary information about the current state of the ContactStore
server.
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'3 System Administration - Microsoft Internet Explorer 0] x|
Edit  Wiew Favorites Tools  Help '?'

E Iﬂ IELI ‘gl | - Search S ¢ Favorites @Media \67‘ T = = i h

E_E-‘:\Qldress ;éﬁl http: filocalhost: 8858 servlet csipo?cmd=statuscsipo :_! Y Go Llnks » 'ﬁ_ -

~__AVAYA ContactStore

powered by WITMESS SYSTEMS

System Overview
Replay
Search and Replay _ _
;h;;?b#e betow shows the current state of the Contactstore server, Click the refresh ink to update the
Administration
System Settings Current DD media Ermnpty
Server Free space on current OYD media (GB) Mot available
Security Total call segments recorded to date 3,149
Users Total call segments recorded today 0
Status ror since restart if today)
ANETnE A EEe Date of oldest call held on disk 24/08/04 15:19:30
System Overview Refresh
& | FE =

The table shows the following information:

e Current DVD media - This entry is listed only if you have configured a DVD+RW drive for
archiving on the Server page. Use this entry to confirm that the DVD drive has sensed, and is
using, a valid disk. Use this value to label the current disk. Disks are sequentially numbered; you
can label the next one prior to inserting it. If the system is not writing to a valid disk, it will show
one of the following values:

o Foreign if it cannot use or recognize the disk inserted
o Old if a previously closed disk has been reinserted
o Empty if there is no disk in the drive.
In all such cases, insert a new or the latest partially filled disk so archiving can continue.

o Free Space on current DVD media - A value is only listed if you have configured a DVD+RW
drive for archiving on the Server page. Use this value to determine when to change the DVD
media. A blank media shows 7.0GB free space. However the last 0.7GB cannot be used by
ContactStore due to inherent limitations in the DVD+RW writing process.

o Total call segments recorded to date - This value shows the total number of call segments that
have been recorded by the system to date.

e Total call segments recorded today - Use this value to confirm that recordings are being made
today. If you have restarted the server today, this will show the number of call segments recorded
since that restart.

o Date of oldest call held on disk - Until your disk has filled for the first time, monitor the available
space on the drive until you have confirmed that the rate at which space is being consumed is in
line with your predictions. You should be able to estimate when the disk will fill and when the first
calls recorded will be deleted to make way for new calls. Once the disk has started to "wrap" and
calls are being deleted daily, use this figure to monitor the online retrieval capacity. If the figure
starts to fall, your disk space is being used more rapidly than before; the recording volumes are
increasing, so you may need to expand the disk capacity before the duration of calls it can hold
falls below your minimum requirement.

Use the Refresh link to update the page.
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Chapter 4: Using Search and Replay

Chapter 4: Using Search and Replay

This chapter discusses the Search and Replay functions in ContactStore and explains:
e Search and Replay features
e How to configure your system to enable Search and Replay
e How to access the Search and Replay page

e How to use the Search and Replay page

Search and Replay page overview
ContactStore performs replay of recordings by means of a browser-based application that is accessible
with Internet Explorer (IE) V5.0 and higher. The Search and Replay page includes the following features:

e Personal security restrictions. The restrictions are applied as you log into the web server.
o Criteria-based searches. Use the Search filter fields to perform specific searches.
e Calls matching your requested search appear in the right-hand pane.

e Replay controls. Use the replay controls to start, stop, pause, skip forward, skip backward, or to
export the recording to a readily playable .wav file.

e Audio waveform display. The waveform presents a graphic representation of the audio content of
the call. Use the waveform to avoid replaying static or silences, and to move easily to specific
portions of a call.

Configuring your browser

The Search and Replay page downloads an ActiveX control, which it uses to decompress the audio for
replay. If your default security settings prohibit downloading such controls, you need to provide a means
of getting the ActiveX control to your users' desktops. Internet Explorer (IE) determines rights by putting
web servers into zones and then granting those zones specific rights. To access and use the page, the
zone needs the following rights:

e Run ActiveX controls and plug-ins

o Script ActiveX controls marked safe for scripting
e Active Scripting

e Download signed ActiveX controls

Your Intranet zone and/or the Trusted Site zone may already be assigned these rights. If so, you need to
verify that the ContactStore is in one of these zones.

Adding ContactStore to a Microsoft Internet Explorer zone
You can add ContactStore to the Trusted sites or Local intranet zones.

To add ContactStore to Trusted sites:

1. In the Control Panel, open Internet Options.

2. Click the Security tab.

3. Click the Trusted Sites icon.

4. Click Sites.

5. Uncheck the require HTTPS box.

6. Enter the URL of the ContactStore server and click Add.

° A Important:

Internet Explorer does not recognize that a certain Fully Qualified Domain Name (FQDN)
and IP address are the same; you must add the URL to the list exactly as you type it in
the address bar.

7. Click OK.
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To verify that you have configured the Zone information correctly, the icon on the lower right side of the
IE status bar should show Trusted Site instead of Internet.

To add ContactStore to the local Intranet:
1. In the Control Panel, open Internet Options.
Click the Security tab.
Click the Local intranet icon.
Click Sites.
Click Advanced.
Uncheck the require HTTPS box.
Enter the URL of the ContactStore server and click Add.

N o o bk DN

° A Important:
Internet Explorer does not recognize that a certain Fully Qualified Domain Name (FQDN)
and IP address are the same; you must add the URL to the list exactly as you type it in
the address bar.

8. Click OK.

Note: You can also specify that sites that bypass the proxy server are in this Zone.

Accessing the Search and Replay page

To access the Search and Replay page using Internet Explorer:
1. Enter the URL for the ContactStore server in the form:
http://myservername:8888/

Replace myservername with the IP address or hostname.
o Note: To use the hostname, you need to have entered it into your DNS server.

3. Unless you are already authenticated with a Windows account recognized by the ContactStore,
the logon page is displayed.
e Enter your Username and Password.
o If this is the first time you have logged on, or if the password has just been reset, the

password field is ignored. However, before you can continue, you must change your
password.

e If your user account has administration privileges, the System Administration page is
displayed when you log in.

3. Use the Search and Replay link at the top left to access the Search and Replay page. The
Search and Replay page provides a link to return to the administration pages.
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Otherwise, once you log in, the Search and Replay page is displayed:

/3 ContactStore - Microsoft Internet Explorer
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Searching for calls

Once you access the Search and Replay page, you can use the Search Filters, available on the left side
of the page to find the calls you need. The following sections provide instructions for using these filters.

Searching for calls by date and time
To find calls within a specific date and time rage:

1. Use the calendar controls at the upper left to specify the date and time range. Time and date
reference when the call segment started.

2. Select Search.
The results are automatically restricted to those calls that your account is entitled to play. A sample
result set is shown below.
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Searching more selectively
To make searches more selective:

1. Use the drop-down boxes for each criterion, for example, Parties, to specify the operand, such
as Incl (includes).

The drop-down box lists the following operands:

Drop-down Meaning

No criteria

= Equals (numeric fields only)

< Less than (numeric fields only)
> Greater than (numeric fields only)
Incl Includes or Contains (string fields only)
Starts Starts with (string fields only)
Ends Ends with (string fields only)
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Viewing results

2. In the corresponding box, enter the specific criterion, such as 3.

3. Select Search to execute the specified search.

As you search for calls, keep in mind:

e Searching on the basis of the details of one or more of the "parties" involved in the call is the
most common way to find the calls you are looking for. This will find calls to or from a station,
number, or name (partial or entire) that you enter.

e Incl (includes) is the most useful search operand when searching for calls involving specific
parties.

* If you select the blank option in the drop-down box, any existing entry in the text box next to it will
be retained. It won’t be applied to the current search, but it makes it easy to add it back into the
search criteria later.

o If arecording has a blank entry for a field, it is listed as "N/A" (not available). You cannot,
however, search for such records by specifying "starts with N" or "ends with A" or "includes N/A"
in the Search field; this tag is not present in the database.

Viewing results

The following screen shows a typical result set.
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Click on the arrows within the column headers (* ¥ ) to sort the results by that column.

A blue arrow indicates the active sort field and direction.
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Playing a call

To play one of the calls listed, click on the radio button next to the call. The radio button is listed at the
left in the column headed by the loudspeaker icon ﬂ

The audio is retrieved from the server and an audio waveform is shown in the top bar.

Audio retrieval may take a few seconds to a few minutes depending on the bandwidth of the link
between your PC and the ContactStore server.

Once the first few seconds of the call have been loaded, click on the audio waveform to play it.

Place your mouse over the audio waveform to display a small control panel that you can use iou to
pause, skip forward, skip backward, or export the recording to a readily playable .wav file .

Click anywhere in the audio waveform to play from that point in the call.

Click just to the left of the audio waveform to play from the very beginning of the call.
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|@:| l_ l_ l_ Local intranet 5
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Chapter 5: Archiving Recordings

The hard disk has limited storage capabilities. When the available hard disk space is full, older
recordings will be deleted, overwritten by newer recordings.

To keep copies of recordings or to protect the recordings in the event of failure/theft/destruction of the
hard disk on the recorder or to provide longer-term archive and replay capability, you can use a
DVD+RW drive within the ContactStore server. This chapter describes the internal DVD+RW archival
option.

Overview of DVD+RW archival and retrieval
With a DVD+RW drive installed in the ContactStore server, you can archive calls automatically.

The application writes files to disk in batches as calls are recorded. It also archives the call details to the
disks.

Recording files are copied to the DVD disk:

e When 14 hours of recordings have been made (equivalent to 100MB when recording in G.726
mode).

or
e 24 hours have passed since the last write to DVD
whichever is sooner.

When a recording is archived, the index and the recording are stored. The index for the file is stored as
xml files in the database. When a call is deleted from the hard disk, ContactStore prompts for the DVD
that is specified as part if the archive configuration.

The .xml files associated with each recording are archived to the DVD along with the .wav files that
contain the actual recording. The xml files describe the recording and are useful for long term
identification if necessary, for example if an archived call needs to be retrieved after a number of years. If
you need to retrieve an archived recording you can find the index in the database and from it find out
which DVD the recording is on.

Tip
e ltis also advisable to keep backups of the call records from the database.

Supported drives

ContactStore requires the Nero DVD tools to write to the DVD drive. You must therefore use a drive that
is supported by Nero. If Nero is not bundled with your DVD drive, you must install it separately. Single-
sided 4.7GB DVD+RW media are supported.

DVD+RW media control and care

To find calls easily and reliably, be sure that all media are labeled, handled and stored correctly. To
ensure maximum reliability and consistent high quality recording and playback, follow these DVD+RW
care procedures rigorously at all times:

o Follow the manufacturer's guidelines for cleaning the drive's lens.

o Disks exposed to temperatures outside the operating environment must be stabilized before use.
Leave the cartridges in the operating environment temperature for a MINIMUM of two hours.

o Protect disks from extremes of heat. Do not store disks in direct sunlight.

¢ Avoid excessively damp environments; disks can be damaged by liquids and also by extreme
humidity.

e Do not let disks get dirty. When not in use, store disks in their supplied protective container.
e Do not drop disks.
¢ Do not touch the optical media inside the cartridge.
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Archival procedures

The following sections explain how to complete the basic archival procedures:
e Loading a disk
e Changing disks
e Labeling a disk
o Verifying recorded disks

¢ Reusing an old disk

Loading a disk

To load a new disk:
1. Insert a blank DVD+RW disk in the drive.
2. Wait 10 seconds for it to spin up.

3. In the ContactStore System Administration application, click the System Overview link to confirm
that the ContactStore has recognized the disk.

The Current DVD media field shows that the disk has been recognized and is being written to; it also
shows the volume label that has been assigned to the new disk. The Free Space on current DVD
media line shows 4.7GB available on a clean disk.

Changing disks

The System Overview page shows when the disk is full; however, you should change disks at regular

intervals, for example, daily, or every Monday at 9:00 am. Do not wait for a disk to fill up completely. If a
DVD is filled, subsequent calls are not archived. You could lose recordings if there is a hard disk failure
when the DVD is filled.

o Tip: Check the state of the current disk in the drive daily, though alarms will be generated if the
disk is not writable when calls are ready to be archived.

To eject a disk that is still being recorded in order to retrieve calls from another disk, replace the partially
full disk and recording will continue to it.

. A Important:
The archival process never writes to disks out of sequence. For example, if you eject a partially
full disk, then insert a blank disk on which the next set of calls is written, you cannot then reinsert
the partially full disk.

Labeling a disk
As you eject each disk, label the disk itself using an approved indelible marker. Your label should
indicate:

e The identifier of the ContactStore producing the disk. The identifier is Calls by default; you can
change this value on the Server Settings page of the System Administration application.

e The sequential serial number of the disk.

e The date/time the disk became full.
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Verifying recorded disks

To verify that the contents of the disks are valid, you must first eject and re-insert the disk. Wait 10
seconds and then open Explorer on the drive.

If the contents of the disk are valid, there will be a single UID file and a set of large.tar files that contain
the .wav and .xml files of the original recordings.

If these files are not present, refer to Appendix A of this manual for troubleshooting instructions.
If you cannot resolve the problem, contact your supplier's support organization for advice. Be sure to:
¢ Place the disk back in its protective container.

e Store the disk in a logical order with the other recorded disks.

Reusing old disks

Disks can only be written to if they are returned to their original state, with no files or formatting
information on them.

To avoid accidental or fraudulent erasure of calls, reuse of DVD+RW disks is not encouraged; it is only
possible if the disk has been completely wiped clean and returned to its initial state.

To recycle disks after a period of time:
1. Strike out the old disk label.
2. Insert the disk.
3. Delete ALL FILES from the disk.
4. Confirm that ContactStore has accepted the blank disk.

If accepted, the System Overview page shows the new volume label and 4.7GB of free space, as it
would with a new disk.
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Appendix A: Support and Troubleshooting

This appendix describes how to diagnose and correct problems with ContactStore. Issues are divided
into the following categories:

Troubleshooting resources
When problems occur, check the following:

o« Emailed Alarms and Events. [f you have been using the email settings to have alarms and
events forwarded to one or more email addresses, you should check these carefully. As well as
checking the contents of messages you have received, also check for days when the daily
heartbeat message has not been received.

e« Alarms and Events Page. This page within the administration application provides a wealth of
information on problems that the system has detected.

Review the alarms carefully. If the problem is not immediately apparent, consider viewing all alarms-
including those that have previously been cleared. It may be that someone has cleared an alarm without
addressing it or realizing its significance.

e Web Log Files . Check for errors being reported in log files within the following directories
beneath the installation path on the ContactStore server:

- \logs
- \tomcat5024\logs

The following table gives more details about these log files.

, Naming Default [JLevels
Log File convention Level Supported To change level
Permanently, from next time service
starts:
1. Edit the file (or create it if it does not
exist):
\properties\csipo.properties
2. Add the line:
log.level=DEBUG
replacing DEBUG with any of the
Current day’s file DEBUG levels supported as shown to the left.
csipo.lo 'Srgsi'gfj;%gaagd INFO INFO, 3. Reboot the server or restart the
po.log ra)re date y WARN, ContactStore service to have this
ERROR setting take effect.
stamped.
Temporarily, until you change it again or
the service restarts:
1. Log in to the admin application.
2. Go to:
http://myservername:8888/
servlet/test?log=DEBUG
replacing DEBUG with any of the
levels supported as shown to the left.
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System Administration page problems

You may encounter problems as you access and use the System Administration application. This section
lists those problems and provides steps to take to correct them.

Cannot access the System Administration pages
If you cannot access the System Administration pages, try the following:

e Ping the server to confirm that connectivity is possible. If not, trace the network connections
between client and server and double-check the server's IP address, default gateway etc.-

e Use the numeric dot notation IP address instead of the hostname. If this works, then the
hostname is wrong or cannot be translated by your DNS services. You may need to use a fully
qualified node name, such as contactstore.bigco.com.-

o Use the browser on the server itself to access http://localhost:8888.

If this works, then the problem is in the network between server and client. If it does not work, then the
problem may be with the Tomcat web server check that the service ContactStore is running.

Cannot log in
If you have trouble logging in, double-check the state of Caps Lock and ensure the password is being
entered with the correct case.-

If you can log in under another account, reset the password of the account that is having problems.

Web pages appear "untidy”

If the forms on the System Administration pages and/or Search and Replay page appear to be out of
alignment; fields are truncated; headings or lines that, according to the screens shown in this document,
should be on one line actually split across two lines, check your desktop properties. If set to Large Fonts
(120dpi), this will impact all website accesses not just the ContactStore pages.

To correct display issues:
1. Right-click your desktop and select Properties.
2. On the Settings tab, click Advanced and set the DPI Setting to 96dpi.

On new laptops, especially those with 1400x1050 resolution screens, the DPI is often set to 120dpi.
Using too small a window or too large a type (View > Text Size in Internet Explorer) can make the
columns and headings on the web pages wrap where they would not normally.

Email alarm problems
Invalid entries in any one of the parameters used to define the email settings will result in errors. To
check this:

1. Use the settings from ContactStore to set up a standard mail client.
2. Send a message using the account specified to prove that the settings in ContactStore are valid.

If email messages have been working and then stop without any of the settings having changed, verify
that nothing has changed on the mail server. This problem occurs, for example, if your password has
been reset or changed on the mail server.

If the ContactStore is not sending email messages, it may not be able to access the SMTP server or
POP server. Check the network connections to the ContactStore.
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ContactStore to Voicemail Pro problems

ContactStore continually polls the folder into which Voicemail Pro places recordings. ContactStore
identifies this folder from the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Network Alchemy\Voicemail\Directories\VRLDir
If there seems to be a problem between ContactStore and Voicemail Pro:
o Verify that the registry key exists and is set to the expected folder.

e During recording, check the folder <Voicemail Pro installation folder>/\VM/VRL to see if Voicemail
Pro is writing files to the correct folder.

Search and Replay problems

For most problems with Search and Replay, consider the following diagnostic approaches to narrow
down the cause of the problem:

e Search for a different call, for example, one that is more recent or older; shorter or longer.
e Log in as a different user with different replay restrictions.

Specific issues are listed below.

Cannot access the application
If you cannot get to the login page:

e Try accessing the page from a machine on the network that is closer to the ContactStore:
- On the same LAN if you are having problems with WAN access
- From the same sub-net if having problems from a different sub-net
- From the console if having problems from the same sub-net.

o Try using a different browser or a different version of the same browser.

e Try accessing the page from the other side of a firewall.

Problems downloading ActiveX control
If you see error messages relating to ActiveX controls being downloaded-or blocked from being
downloaded, your security settings may be too restrictive. See Configuring your browser.

Problems displaying ActiveX control
If the ActiveX control downloads but displays a red cross on white background at the top of the page,
upgrade to Internet Explorer 6.0. These symptoms have been seen on Internet Explorer 5.0.

Cannot log in
If you see the login page but cannot get past it:

o Verify that Caps Lock is off and that you are entering the password with the correct case.
e Login as a different user

o Confirm the spelling of your log in name with the system administrator and check that your
account is still configured in the administration pages.

e Ask the System Administrator to reset your password. Log in with a blank password and change
your password when redirected to the Change Password page.

Search returns no calls
If you get to the search page but no calls are returned when you perform a search:

e Broaden your search criteria to confirm that you can at least find some calls. Start by requesting
calls from any parties for today. If that shows no calls, extend the time period. Try setting the date
range back to at least the time you know you have seen call records for in the past.

e Check that the system administrator has given you access to the correct calls. Your search and
replay restriction may be wrong or too narrow for the search you are attempting.
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o Confirm that calls are being recorded. Follow the troubleshooting guidelines for recording
problems if you suspect that the system is not actually recording or processing any calls.

Calls listed but cannot play them

If you can see the list of calls that matched your search criteria, but cannot actually play them, look at
the area at the top of the browser page where the "graph" of the audio normally shows and match your
symptoms to one of the following:

No Audio "graph™” - This means that the call has not been retrieved from the recorder or DVD disk or
has not reached the client PC.

e Check the server logs for errors.

* Note the call's 15 digit reference number. (This number is shown as the default file name if you
click on the Export button). Search for that .wav file in the recording storage path.

e Check connectivity and available bandwidth to the client PC.

Audio graph stops in mid call - This implies that the transfer of data from the ContactStore server to
your client PC has been stopped or interrupted.

¢ Request the same call again. There may have been a temporary network problem.

e Request a different call. If the problem is only with one call, you may have a corrupt file on your
hard disk.

e Request the problem call from another PC on the same network. If the other PC can retrieve it
successfully, assess the differences between the two client PCs; the problem is most likely at the
client end.

e Request the problem call from different sub-nets, ideally working closer to the ContactStore.

e Request the call from the ContactStore server's own browser. If this works and the others don't,
then the problem is likely to be in the network between server and clients.

Audio graph appears but no sound - The audio file has reached the client PC successfully; the
problem is most likely to be with the PC's multimedia setup or current settings.

o Verify that the PC has a sound card.

o Play a .wav file through Media Player or similar application to verify that the sound card is set up
correctly.

e Set any hardware volume and/or mute controls on the speakers/headphones to maximum
volume.

o Double-click the icon in the system tray at the bottom right-hand corner of the screen to verify
that the PC's software volume controls are not set to mute or very low.

e Ensure you are not running any other programs that may be locking the sound card exclusively. If
in doubt, shut down all other programs.

e Try another similar PC. If that works, look for differences in the multimedia setup of the two PCs.

No New Recordings Playable - If you can replay old recordings but not newly made calls, there may be
a problem with the recording and/or storage components of the system. Follow these steps:

1. On the System Overview page of the ContactStore System Administration application, look at the
counts for total calls recorded and calls recorded today.

2. Make a test recording.
3. Complete the recording and hang up.

4. Return to the System Overview page and note the New Total Call Count and Daily Call Count.
These counts should have increased by at least one, the recording that you just made. If the counts
have increased, the ContactStore is processing recordings. This is probably a search/replay problem.
See earlier sections for help.
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If these counts have not increased, the recording has not been successfully compressed and stored on
the ContactStore server or inserted into the call details database. Do the following:

e Look for alarm messages that indicate problems with file read/write. The error message should
indicate whether disk space or a directory access problem is the cause. Check that .wav files are
appearing in the latest folder beneath your calls storage path (\calls by default) as recordings are
made.

e Check disk space in all partitions. If any of these is 0 or less than 50MB, this may be the problem.
Check for build up of log files. Check that the call details database hasn't exceeded the available
space. Consider reducing the number of months of calls kept-use the purge settings on the
Server configuration page to adjust this.

e Check that the Tomcat server is running. This runs as Windows service 'ContactStore'
e Check for messages in the web log files.
¢ Reboot the ContactStore server and watch for error messages on startup.

Partial recording problems

Since no hardware component in the system is dedicated to specific ports, any hardware problem is
likely to affect all recordings equally. Therefore, if some calls are being recorded and are playable but
others are not, the problem is probably in the recording configuration of Voicemail Pro.

Contacting technical support
If you are having trouble using Avaya software, you should:

1. Retry the action. Carefully follow the instructions in written or online documentation.
2. Check the documentation that came with your hardware for maintenance or hardware-related issues.

3. Note the sequence of events that led to the problem and the exact messages displayed. Have the
Avaya documentation available.

4. If you continue to have a problem and you require further support you should make contact with your
system maintainer.
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Appendix B: Alarms

This appendix lists the alarm conditions that may be reported and offers suggestions for clearing the

alarms.

The alarms listed below are generated by the ContactStore server and reported in the ContactStore
System Administration pages and through email. XXX and YYY in the AlarmText column represent a
specific parameter, such as a station number, file name, and so on.

Table B-1:

ContactStore Alarms

Level AlarmText Remarks What to Do
Minor Cannot insert details of Check available disk space
recording XXX into on the partition on which
database. ContactStore is installed.
Verify that MSDE services
are running.
Minor Failed to delete file XXX. Check the VMPro's Voice
Reason: YYY. Recording Library path; as
long as the call is playable
from ContactStore, you can
delete the file manually.
Minor Failed to copy file XXX. I/0O Take copy of XXX
Error: YYY. manually.
Minor Failed to create/write target Take copy of XXX
files for recording YYY. manually.
Minor Failed to write XML file XXX. Check disk space on the
Reason: YYY. partition on which your calls
are being stored.
Info Daily heartbeat. System still | Should be received daily
running. by email but does not
appear in Alarms/Events
log.
Info XXX Job Queue backlog Performance acceptable
reduced to acceptable level. | again.
Currently YYYms.
Warning XXX Job Queue individual One-off occurrence not | Note time of day and report
slow job - took YYYms. important. if persistent.
Warning XXX Job Queue backlogged. | One-off occurrence not | Note time of day and report
Delay currently YYYms but important. if persistent.
may go higher.
Minor Port XXX. Error playing file. Depends on reason. Verify that the file exists.
Reason: YYY.
Minor Error processing file XXX. Depends on reason shown.
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Level AlarmText Remarks What to Do
Reason YYY.

Major Error displaying alarm tag. ContactStore bug. Report problem.

Major Bad or wrong type of archive Insert blank DVD+RW

disk inserted.

Major Unable to write to archive file Insert a new blank

XXX. Reason: YYY. Check DVD+RW.
Troubleshooting Guide.

Major No disk available for calls Insert blank DVD+RW.

archive.

Major Previously closed archive Insert blank DVD+RW.

disk inserted.

Major Error displaying ContactStore bug. Report problem.

ContactStore state tag.
Major Error purging database. Check PostgreSQL Depends on reason shown.
Reason: XXX. service running.

Major Error sending email. Check all email settings.
Send test email to verify
this account.

Maijor Authentication failed Check account name and

attempting to send email. password for email
account.

Maijor Error in IterateSettingsTag ContactStore bug. Report problem.

Major Invalid settings group ContactStore bug. Report problem.

requested in
IterateSettingsTag

Maijor Error in SettingTag ContactStore bug. Report problem.

Major Unrecognized field request ContactStore bug. Report problem.

in SettingTag

Warning System restarting. System restarted for If you restarted it, no action

some reason. is required. Otherwise find
out why. Power failure?

Info System shut down. System shut down for If you stopped it, no action

some reason. required. Otherwise find out
why. This message is
displayed after a controlled
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Level AlarmText Remarks What to Do
shutdown.
Info Wrote to archive disk Previously reported No action required.
correctly. archive problem now
cleared.
Info Correct archive disk now Now able to write to disk | No action required.
inserted. in drive.
Info Mail sent successfully. Previously reported No action required.
problem sending email
resolved.
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Glossary
A

ANI: Short for automatic number identification. ANI is a service that provides the telephone number of an
incoming call.

C

CLI: Short for calling line identifier. CLI is a service that provides the telephone number of an incoming
call. It is the European equivalent of ANI.

ContactStore Server: The Windows server running the ContactStore for IP Office application, which
provides recording storage, search and replay and administration functions.

D

DNIS: Short for dialed number identification service. DNIS is a service that provides the receiver of a call
with the telephone number that was dialed by the caller.

IP: Internet Protocol. IP specifies the format of packets and the addressing scheme for internet data. The
IP, as with the postal system, enables you to address a package and drop it in to the system. The packet
will traverse multiple networks on the way to its ultimate destination.

N

NIC: Network Interface Card. A NIC is an expansion board that you insert into a computer so that the
computer can connect to a network. Most NICs are designed for a particular type of network, protocol,
and media, although some can serve multiple networks.

R

RAID: Redundant Array of Inexpensive Disks. RAID is a category of disk drives that use two or more
drives together for fault tolerance and enhanced performance. RAID disk drives are used frequently on
servers.

U

UTC: A time scale that couples Greenwich Mean Time, which is based solely on the Earth's inconsistent
rotation rate, with highly accurate atomic time. When atomic time and Earth time approach a one second
difference, a leap second is calculated into UTC. UTC, like Greenwich Mean Time, is set at 0 degrees
longitude on the prime meridian.

\'

VolP: Voice over IP. The technology use to transmit voice conversations over a data network using the
Internet Protocol (IP).

VPN: Virtual Private Network. Private, or restricted, communications networks that use encryption and
other security measures to transmit information through a public network, such as the Internet, and avoid
unauthorized use.
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